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	Role Title (External)
	Senior Cyber Security Engineer
	Directorate 
	Technology
	Location
	The Johnson Building, Farringdon

	Reports To
	Cyber Security Manager
	Function / Team
	Infrastructure & Service Delivery
	Geographical Spread
	London

	Direct Reports
	0
	Budget Sign-Off Approval Level
	Has no direct of quantifiable impact on budgets 	Suitable for Agile Working Options 
	     Yes ☒  No ☐

	DBS Check Required
	     Yes ☒  No ☐       

     Yes for DBS check, which level is needed? 
	Driving Licence

Insurance check required
	     Yes ☐  No ☒   
  
     Yes ☐  No ☒

	BASIC LEVEL DBS REQUIRED





	Overall Responsibility

Working collaboratively with the team, you will design, develop and strengthen MTVH’s cyber security capabilities. You will select, implement and manage tools and technologies that detect, prevent and analyse security threats. Working closely with the Cyber Security Manager, you will help maintain the security function and protect applications, data, infrastructure, networks and cloud platforms. You will also advise projects on security by design, identify vulnerabilities and improvement opportunities, and respond to security incidents and enquiries. Your expertise and judgement will be central to improving MTVH’s cyber security posture.


	
Key Responsibilities and Outcomes

	· Work with the Cyber Security Manager to design, implement and maintain MTVH’s security function.
· Recommend security best practices and provide expertise and support for security relating to applications, data, infrastructure, network and cloud platforms,
· Support the security of the organisation’s applications, data, infrastructure, networks and cloud platforms.
· Work with IT and internal and external partners to embed security in the evaluation, selection, installation and configuration of hardware and software.
· Coordinate with technology teams to deliver annual penetration tests and security audits in line with business needs.
· Administer, monitor and oversee security operations across Microsoft 365, including Intune, Entra ID, Defender, Purview, Exchange Online, SharePoint and Teams.
· Identity and access systems and controls
· Data loss Prevention
· Endpoint protection and Anti-Malware
· Cloud access security broker (CASB)
· Vulnerability management
· Incident management and ticket handling
· SIEM/SOAR investigation and response
· Advanced threat hunting
· Manage the security incident procedure, ensure incidents are accurately recorded, and escalate data breaches or cyber security incidents in line with agreed processes.
· Conduct security reviews and audits.
· Support and maintain the organisation’s alignment with Cyber Essentials Plus.
· Review information security policies, procedures and standards, and provide advice on improvements.
· As part of the Cyber Security Advisory Service, keep current with emerging security threats and trends.

	Personal Competencies
	Skills / Experience / Knowledge

	· Ability to work under pressure to deliver security solutions and projects.
· Can use own initiative to deliver solutions and solve problems in less-than-ideal situations.
· Interpersonal skills, able to build and sustain working relationships with key stakeholders and to transfer knowledge.
· A strong commitment to customer service and overall service excellence.
· A willingness to learn and develop a broad skillset as may be required.
· A thorough and organised approach with the ability to work with multiple competing priorities.
· Ability to communicate effectively in a variety of situations. 
· Ability to work with a range of internal and external people to develop long term strategies to meet compliance requirements. 
· Stay up to date with latest security threats and trends.
	Qualifications required:
· CompTIA Security+
· SC-200, SC-300, SC400 (desirable)
· CEH – Certified Ethical Hacker (desirable)
· CISSP - Certified Information Systems Security Professional
· CCNA - Cisco Certified Network Associate (desirable)
Skills required: 
· Experience working within an information / cyber security-based role.
· Advanced knowledge of Microsoft Security technology solutions.
· Experience or knowledge of in Security Frameworks such as NCSC CAF, NIST, Cyber Essentials.
· Knowledge of ITIL process in management incident, Change and problem management
· Awareness of cyber security and information management principals
· Experience with security assessments and penetration testing tools.
· Maintain productive, professional, and secure working environment.
· Understanding of data management principles.
· Understanding of IT Network management principles.
· Knowledge of cloud security principles. 
· Excellent verbal and written communication skills.

	General Responsibilities 

	· To understand and comply with MTVH’s safeguarding, safety and compliance policies, procedures and processes and support a positive safeguarding, safety and compliance culture across the organization.
· Actively and effectively promote the organisations corporate values of Care, Dare, Collaborate. Role modelling appropriate behaviours and acting with the highest level of professionalism and integrity. 
· Play an active role in contributing to effective cross team working and provide cover for colleagues as required. 
· To maintain confidentiality with personal information and data regarding our customers, employees and stakeholders at all times ensuring compliance with the Data Protection Policy.
· To comply with MTVH’s Health and Safety policies, procedures, and processes and to promote health and safety compliance for all.
· To act at all times within MTVH’s policies, procedures and code of conduct and uphold MTVH’s commitment to Equality and Diversity

This profile only contains the main accountabilities relating to the job and does not describe in detail all the duties and tasks required to carry them out. You may be required to perform any reasonable tasks comparable with the level of responsibility at the request of your manager. MTVH reserves the right to alter the content of this job profile to reflect changes to the organisation or the services it provides.


Other Requirements (e.g. driving licence needed etc).  Information about “other requirements” can be found in the Guidelines for Completing Roles Profiles document.
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